
Privacy Policy  
 

1. General 
 
Blackfort Technologies LLC (hereinafter, “Blackfort“, “we“, “us” or “our“) is committed to 
protecting and respecting your privacy. 
 
BlackFort is a platform where users can discover NodeNFTs available on Blockhain, 
purchase such NodeNFTs and experience the blockchain Technology by minting from 
nodes and holding NFTs.  Blackfort does not provide a platform for centralized exchange 
activities, it is not a custody provider, exchange, broker, dealer, financial institution, 
payments processor, money services business, or creditor. BlackFort provides Services that 
help users discover NFTs available on blockchain. To use our Service, you must use a client 
side wallet which can be Blackfort multinetwork non-custodial wallet or third-party wallet 
which allows you to engage in transactions on blockchain. 
 
Why trust us with your data? 

Security first: We prioritize your data security with industry-leading measures like 
multi-signature wallets and cold storage. Your assets are protected by advanced 
encryption and regular security audits. 
Transparency and control: We believe in open communication. You'll always have 
access to clear explanations about how your data is used and protected, and you retain 
complete control over your privacy settings. 
Compliance and regulation: We operate with strict adherence to data protection 
regulations like the Law of Georgia on Personal Data Protection and other applicable 
laws. Your trust and safety are our top priorities. 
Community-driven: We're passionate about building a supportive and inclusive 
community for digital asset enthusiasts. Our dedicated support team is always available 
to answer your questions and guide you on your crypto journey. 
 

This Privacy Policy (together with our Terms and Conditions) explains how we collect, process 
and use your Personal Information when You are opening an account and accessing our services 
via our Website: https://blackfort.exchange “Website”) and our application: BlackFort Wallet 
(“App”) or otherwise interacting with Blackfort. "Personal Information" is any information 
relating to an identified or identifiable natural person. A natural person is identifiable when 
he/she can be identified directly or indirectly, including by name, surname, identification 
number, geolocation data, identifiable electronic communication data, physical, physiological, 
mental, psychological, genetic, economic, cultural or social characteristics. 
The purpose of this Privacy Policy is to inform You about: 

● who is responsible for the protection of your information; 
● the types of Personal Information we may collect about You and how it may be used; 
● the sources from which we gather information about you; 
● our use of information regarding IP addresses; 
● any disclosure of the Personal Information to third parties; 
● your ability to correct, update and delete your Personal Information; and 



● the security measures we have in place to prevent the loss, misuse, or alteration of the 
Personal Information under our control. 

When processing your Personal Information, Blackfort is required to follow the requirements 
stipulated in the Law of Georgia on Personal Data Protection (the “Personal Data Protection 
Law”) and other personal data protection related legal acts as applicable (“applicable data 
protection laws”). 
 

2. Who is responsible for protection of your information? 
Under the PDP Law of Georgia, the person responsible for processing of your Personal 
Information is Blackfort Technologies LLC, registry code: 400373118; address: Georgia, Tbilisi, 
Gldani District, Omar khizanishvili Street, N264( Free Industrial Zone of Tbilisi Technology 
Park), email address: privacy@blackfort.exchange. 
 
Should You have any questions about how we process your Personal Information, or should You 
wish to exercise any of your rights as a data subject, You can contact our Data Protection Officer 
(DPO) at: privacy@blackfort.exchange. 
 

3. Gathering and Use of Personal Information 
We may collect your Personal Information if You use the Website, open an Account to use Our 
Services or perform any transactions on the Website. The types of the Personal Information 
which we collect may include your: 

● name; 
● ID card data; 
● Passport data; 
● photographic identification; 
● address; 
● phone number; 
● e-mail address; 
● username; 
● IP address(es) and geographical location; 
● device and browser information; 

○ device model; 
○ software platform; 
○ device software version; 
○ device universally unique identifier (UUID); 
○ device manufacturer 
○ device serial number. 

● banking details, including account numbers; 
● date of birth; 
● documentation regarding the source of funds if the transaction exceeds 5000 € or 

equivalent; ((limit established by law or limits established by our internal regulations or 
other circumstances); 

● blockchain addresses; 
● transaction history. 

 
4. We may use your Personal Information for the following purposes: 
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● to allow You to open and operate an Account and Wallet on the Website and/or on the 
App. The legal basis for processing your Personal Information in this case is Article 
5(1)(a) and 5(1)(b) of the Personal Data Protection Law. This helps us verify your 
identity and keep your account safe. 

● to enable You to complete exchange and trade transactions on the Website and/or on the 
App. The legal basis for processing your Personal Information is Article 5(1)(a) and 
5(1)(b) of the Personal Data Protection Law. We need your details to process your trades 
and transfers accurately. 

● to reply to your queries when You have contacted us. The legal basis for processing your 
Personal Information is either Article 5(1)(a) and/or 5(1)(b) of the Personal Data 
Protection Law; We keep track of your inquiries to provide better support in the future. 

● to analyze the use of our Website and/or our App. The legal basis for processing your 
Personal Information is Article 5(1)(a) and 5(1)(b) of the Personal Data Protection Law. 
This helps us make the platform better for everyone or serves to comply with legal 
standards. 

● to carry out our anti-money laundering (AML) procedures as required by law. These 
procedures are outlined in our AML Policy. The legal basis for processing your Personal 
Information is 5(1)(a) and 5(1)(c) of the Personal Data Protection Law; This mainly 
serves to comply with legal obligations or internal policy-procedures. 

● as required for other regulatory purposes. The legal basis for processing your Personal 
Information is 5(1)(a) and 5(1)(c) of the Personal Data Protection Law; We need to share 
some information with authorities, like courts or tax agencies, when required by law. 

● to provide You with information about products and promotions that may be of interest to 
you, from ourselves and third parties, although only if You have specifically agreed to 
receive such information. The legal basis for processing your Personal Information is 
Article 5(1)(a) of the Personal Data Protection Law; If you agree, we can tell you about 
our latest features, promotions, and news from trustworthy partners. 

● for market research, e.g., surveying the users of our Website and/or our App about their 
needs and opinions on our services. The legal basis for processing your Personal 
Information is Article 5(1)(a) of the Personal Data Protection Law. 
 

We process your Personal Information only for the purpose(s) for which we have collected the 
Personal Information. If You do not consent to the processing of your Personal Data that is based 
on a statutory or contractual basis, you may not be able to access our Services. 
 

5. Sources of Personal Information 
We collect information about You from several sources including, but not limited to: 

● your Account profile in the Website and/or in the App; 
● your social network profiles: 

○ We may analyze publicly available information from your social media profiles 
(like Google, LinkedIn or Facebook) to verify your identity and understand your 
interests. This helps us personalize your experience on Blackfort. 

○ Social logins: If you choose to log in to Blackfort using your social media 
account, we might access basic information like your name and email address to 
simplify the process. 

● cryptocurrency blockchains or networks (e.g. Bitcoin and Ethereum blockchains): 



○ Transaction data: When you trade or transfer cryptocurrencies on Blackfort, the 
information about these transactions is automatically recorded on the relevant 
blockchain (e.g., Bitcoin or Ethereum). We access this data to keep track of your 
holdings and ensure accurate transaction processing. 

○ Wallet addresses: To link your Blackfort account with your digital wallet for 
seamless transactions, we need to access your wallet address (a unique identifier 
on the blockchain). We use this address only for transaction purposes and don't 
access any other data stored within your wallet. 

 
 

6. IP Addresses 
We may collect information about your computer, including where available, your IP address, 
operating system and browser type for system administration, and to report aggregate 
information to our advertisers. We note that this constitutes statistical data about our users’ 
browsing actions and browsing patterns and it is not possible to identify any individuals. 
 

7. Disclosure of Personal Information 
We use the Personal Information for the purposes indicated at the time You provide us with such 
information, and/or otherwise for the purposes set out in this Privacy Policy and/or as otherwise 
permitted by law. In certain cases, we may make your Personal Information available to our 
affiliates, agents, representatives, trusted service providers and contractors. 
Whenever we disclose your Personal Information to a third party, there will be a legal basis for 
this, and we will abide by all relevant rules stipulated in applicable data protection laws. Any 
third party which receives or has access to the Personal Information shall be required by us to 
protect such Personal Information and to use it only to carry out the services they are performing 
for You or for the Website, unless otherwise required or permitted by law. We will ensure that 
any such third party is aware of our obligations under this Privacy Policy and we will enter into 
contracts with such third parties by which they are bound by terms no less protective of any 
Personal Information disclosed to them than the obligations we undertake to You under this 
Privacy Policy or which are imposed on us under applicable data protection laws. 
Specifically, when it is needed and permitted by applicable data protection laws, we can share 
information about You with the following parties: 

● third-party verification providers (i.e. identity and address verification providers); 
● KYC providers 
● acquiring and card issuing banks; 
● payment processing partners; 
● our service providers; 
● banks or other financial institutions when disputing claims or chargebacks; 
● government and regulatory authorities, when requested; 

Please note that we cooperate with partners in different countries, hence your Personal 
Information might be processed and stored in different jurisdictions, taking into account all the 
requirements pursuant to applicable data protection laws. 
We are committed to ensuring the safety of your Personal Information at all times by using 
secured data transfer channels, contractual obligations and other means (i.e. working with only 
trusted partners that have implemented adequate data protection measures). 
 



Blackfort never: 
• Sells your data: Your information is not a product, and we never profit from sharing it 

with third parties. 
• Spams you: We only use your data for relevant communications and respect your 

privacy by avoiding unnecessary emails or messages. 
We built Blackfort to be a secure and transparent platform for your digital assets. You can 
confidently trust us with your data knowing it's protected and under your control. 
 

8. No Automated Decision Making 
Blackfort does not use automated decision-making, including profiling. However, we will notify 
You in writing if this position changes. 

9. Your rights as a data subject 
You have the following rights as a data subject, considering the relevant conditions stipulated in 
applicable data protection laws: 

● right to access – your right to obtain from Blackfort a confirmation as to whether or not 
Personal Information concerning You is being processed, and, where that is the case, 
access to the Personal Information; 

● right to the erasure of your Personal Information (“right to be forgotten”); 
● right to the correction of any inaccurate Personal Information; 
● right to the restriction of our processing of your Personal Information; 
● right to data portability; 
● right to object to the processing of your Personal Information, including, but not only, to 

data processing for marketing purposes; 
● right to withdraw your consent for data processing, in cases where the legal basis for the 

processing of your Personal Information is your consent. 
You can exercise the abovementioned rights by sending an email to us at: 
privacy@blackfort.exchange. 
You may also request the deletion of your Account and Personal Information by sending an 
email to us at: support@blackfort.exchange. Blackfort will accept your request only when this is 
not inconsistent with its legal and regulatory obligations. 
In addition to the above, you have the right to file a claim with your local supervisory authority 
or with a competent court, if You believe that Blackfort has infringed your rights as a data 
subject. Information and contact details about local supervisory authorities can be found here: 
https://personaldata.ge/en 
 

10. Data Transfers 
Blackfort will only transfer personal data to a third country if such country ensures that an 
adequate level of data protection are in place, or if You have been informed on the potential risks 
associated to such transfer and You have clearly consented to such transfer. 
 

11. Security 
We have implemented appropriate technical and organisational measures to ensure the 
confidentiality of your Personal Information and to protect your Personal Information from loss, 
misuse, alteration or destruction. Only authorized personnel of Blackfort have access to your 
Personal Information, and these personnel are required to treat the information as confidential. 
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The security measures in place will, from time to time, be reviewed in line with legal and 
technical developments. 
 

12. Retention of Personal Information 
We will hold your Personal Information only for as long as it is necessary for us to do so, having 
regard to the purposes described in this Privacy Policy and our own legal and regulatory 
requirements. In certain cases, for example in case of accounting documents, the retention 
periods are stipulated in the law. 
 

13. Links 
There may be links from our Website to other Websites and resources provided by third parties. 
This Privacy Policy applies only to our Website. Accessing third party Websites or sources 
requires You to leave our Website. We do not control third party Websites or any of the content 
contained therein and You agree that we are in no way responsible or liable for any of those third 
party Websites, including, without limitation, their content, policies, failures, promotions, 
products, services or actions and/or any damages, losses, failures or problems caused by, related 
to or arising from those Websites. We encourage You to review all policies, rules, terms and 
regulations, including the privacy policies, of each Website that You visit. 
 

14. Changes  
Blackfort may amend this Privacy Policy from time to time. If we change this Privacy Policy, we 
will take steps to notify all users about the amendments and we will post the amended Privacy 
Policy on the Website. 
 


